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Who am I?

Uber-Tech Lead for Sign-in, 
part of Google's Identity team.

Responsible for all the policies, 
systems and UIs that decide who 
gets into your Google Account, and 
who doesn't.

This means balancing security, 
access, and reliability.
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My job is to make sure you can get into 
your Google Account, and bad people 
can’t.



To be more concrete….



Overview

● Review: What is authentication?

● Why is it hard, particularly at 
Google?

● Threats and defenses

● How do we work (what's my day 
job/team like)

● Questions
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Authorization 
(authz)

What users are and aren’t 
allowed to access

Authentication 
(authn)

Whether users are who 
they claim to be



Why should I 
care?

With the shift to the cloud, 
security is increasingly about 
authentication.
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How Does Authentication Work?
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How Does Authentication Work?
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How Does Authentication Work?
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How Does Authentication Work?

10

Identifier ChallengeChallengeChallenges



Proprietary + ConfidentialQuiz #1

● How many online accounts do you have?

● How many that really matter?

● Do you ever use the same password for multiple accounts?

● Do you ever use account recovery?

● To sign in?

● Have you turned on 2-factor authentication for any of your 
accounts?

● When you didn't have to?



Threats
● Credential breach
● Malware (keyloggers)
● (Offline) Phishing
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Credit: https://xkcd.com/2176/



Credential Breach

15

3.5B+
credentials leaked 

in dumps

67M
accounts proactively 

re-secured

17%
minimum password 

reuse rate

* * * * 

Source:
Data breaches, phishing, or malware? Understanding the risks of stolen 
credentials (Thomas et al., 2017) https://research.google/pubs/pub46437/
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myCompany's Logo

Important deal information. Urgent review to close on it.

Some more text that make it look like it's coming from a Trusted Source 
so I click without reservations.

And, of course, some more text saying not to reply to this email because 
that would not be secure. Instead, securely log into the website by 
clicking on this link that closely resembles your domain but instead of the 
"e" in the name of the domain, it's actually "cyrillic e" and renders very 
similarly to "latin e".

View proposal

image, not text

multiple images

https://bitly.com/abchttps://trusteddomain/binary

https://drive.google.com/abhasdk

t0t1

t3

t2

+
random ttrusteddomain hosted on GSuite

е ≠ e

http://abc


Likelihood of Compromise
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Involved in password 
breach

>10x

Victim of keylogger

>40x

Phished

>500x

Source:
Anatomy of Account Takeover (Milka, 2019) 
https://www.usenix.org/conference/enigma2018/presentation/milka



Mitigation
● Multi-factor authentication
● Risk-based authentication challenges
● Implicit signals
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Multi-factor 
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Identifier ChallengeChallengeChallenges
ChallengeChallengeChallenges



Multi-factor in the modern world 
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Identifier ChallengeChallengeChallenges
ChallengeChallengeChallenges

Dynamic Risk & Integrity Signals



Controllable 
factors in 

Authentication

● When do we challenge you?

● What do we challenge you with?

● What "escape hatches" do we 

allow?

● What do we put under user 

control?

● What implicit signals do we get 
that help distinguish users from 
attackers? 
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Deterministic (mostly) Risk-based

When do we challenge you?



What do we challenge you with?

Source:
Evaluating Login Challenges as a Defense Against Account Takeover 
(Doerfler et al.) https://ai.google/research/pubs/pub48119



Password Brute-Forcing: Defeatable with Per-User Quotas
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Username Password

john_doe

jdoe

jane.doe

janed

qwerty

password

111111

12345678

abc123

password1

❌
❌
��

(✅)



Password Spraying
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Username Password

john_doe

jdoe

jane.doe

janed

qwerty

password

111111

12345678

abc123

password1

❌
✅

✅
❌
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Why is this hard?

And maybe harder for Google than 
others?

● Moving target w/evolving 
attackers

● Defenses themselves pose 
(availability) risks
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Sidebar



The Security - Usability Availability Continuum

Availability Security

Can you get access to your stuff?
● Fast?
● Easily?
● Eventually?
Increased security means you have to say no, at least 
some of the time.



Different accounts pose different protection problems

Subscription video-streaming:
● Large user base (e.g. 100M)
● Potential damage:

○ Theft of service/content
○ Theft of personal data
○ Ratings fraud (abuse)

● Lockout prevention:
○ Customer support/payment info

● User cost of account loss: low

Educational institution:
● Small user base (< 100K)
● Potential damage:

○ Theft of personal data
○ Content manipulation/DoS

● Lockout prevention:
○ Administrator fallback 

prevents account loss
● User cost of account loss: N/A

V



Different accounts pose different protection problems

Google:
● Large user base (2B+ active), many products
● Potential damage:

○ Theft/damage of personal data
○ Loss of income (e.g. for YouTube creators/App developers)
○ Leapfrog attacks against other accounts

■ Recovery email
■ "Sign in with Google"

○ Abuse against others
■ Spam, Ad click fraud, Review fraud

● Lockout prevention:
User-configured account recovery + devices

● User cost of account loss: ranges from zero to irreplaceable

https://www.youtube.com/intl/en-GB/about/press/#:~:text=Global%20Reach,and%20generate%20billions%20of%20views.


Proprietary + Confidential

How many Google 
Accounts do you have?

How many do you care about/pay attention to?

Quiz #2



Weaponized protection mechanisms

If you build something to let 
users protect themselves, 
hijackers will turn it against 
them.



Threats
● Credential breach
● Malware (keyloggers)
● (Offline) Phishing
● Challenge compromise
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SMS: Not so hot anymore



Mitigation
● Multi-factor authentication
● Risk-based authentication challenges
● Implicit signals
● Dynamic challenge policies
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Dynamic challenge policies

● Automatically offer  the strongest challenges available

● Suppress weaker challenges in risky situations where 
the user has better options



Threats

● Credential breach
● Malware (keyloggers)
● (Offline) Phishing
● Challenge compromise
● Active Man-in-the-Middle (MITM)
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Send SMS code

Verify page2

Enter credentials3

Click link1

Enter code into site5

2



View and verify page2

Enter credentials3

Visit site1

3 Enter credentials Enter credentials3

qoogle.com











Mitigation

● Multi-factor authentication
● Risk-based authentication 

challenges
● Implicit signals
● Dynamic challenge policies
● Detecting and blocking active MITM
● Relying on trusted devices
● Phishing-resistant challenges
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Detecting/Blocking Active MITM



Trusted/Known Devices



WebAuthn/U2F

"Unphishable" challenges
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Username 
and password2

SMS
4

SMS
5

3

Send SMS

View and verify page2

Enter credentials3

Visit site1

3 Enter credentials Enter credentials3

qoogle.com



2 View and verify 

1

Username 
and password2

SMS
4

SMS
5

3

Send SMS

2 View and verify 

2 View and verify 

qoogle.com



Even Better - Phones as (free) Security Keys



Multifactor: the new normal



Threats

● Credential breach
● Malware (keyloggers)
● Phishing
● Challenge compromise
● Active MITM
● Malware (session theft)
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Cookie/Token Theft: When it's too hard to get in the front door...

You go in through the window



What's it like to do 
this job?

Team:
● Identity org of ~400

○ Sites in Sunnyvale, San Francisco, Munich, 

Zurich and Tel Aviv

● Sign-in team of ~55 engineers
○ Divided into 6 subteams with different 

specializations (not all security)
○ 25% female

What do we do?
● Write code
● Do & review design
● Do data analysis
● Work with xfn partners

○ Product managers
○ UX designers & writers
○ UX researchers
○ Data analysts

● Go to a lot of meetings (at least me)
We're 
hiring!



Questions?


