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What is Privacy?
Privacy is control over your own information. Freedom from intrusion into personal matters


Privacy is a person’s right or expectation to control the disclosure of his/her personal 
information, including activity metadata


Privacy is the “right to be let alone”  — Louis Brandeis


Privacy means something like what the Founders meant by “liberty” — Jacob Appelbaum

 	 Free speech, free association, autonomy,  …  
 	 freedom from censorship and constant surveillance


Privacy-motivating examples in U.S. History

	 Martin Luther King Jr. “blackmailed” by FBI

	 McCarthyism witch-hunt for communists



Direct Sharing





Third Party Tracking



Third Party Cookies
¡ Site A’s page requests a third-party resource 

(image, script, iframe)
§ Normally, browser sends cookie associated with 

that third-party in that request

Cookie: ID=784c39
Referer: cnn.com/



Third Party Cookies

Cookie: ID=784c39
Referer: cnn.com/

¡ Site A’s page requests a third-party resource 
(image, script, iframe)
§ Normally, browser sends cookie associated with 

that third-party in that request

Cookie: ID=784c39
Referer: reddit.com/



Third Party Cookies
Facebook, DoubleClick, etc. know much more about you than actual 
website does because they can track you across websites. 





Ghostery



DNT





Privacy Enhancing Technologies

Methods for protecting personal data  

Most Common/Successful? TLS.


Comes with browser. Also used for protecting email. It just works, without you having to 
configure anything. Protects contents of communication from passive eavesdroppers 
and active MITM attacks.


Tools that provide confidentiality also provide some privacy. You probably don't want 
your landlord or coffee shop customers to learn things about you.



Encouraging HTTPS Adoption

2014: HTTPS used as a page rank indicator


Early 2018: Mozilla announces that new features will require HTTPS


Late 2018: New Chrome HTTPS indicators
(HTTPS)

(HTTP)



Chrome Page Loads over HTTPS

Google Transparency Report
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Protecting Metadata

TLS only protects content. What doesn’t TLS protect against?


We may want to protect metadata: 

• Who is visiting what websites? Who is sending messages to whom?


• Gov’t might not like that you’re visiting Human Rights Watch website


• Gov’t might not be amused that you’re sending messages to Human Rights Watch


• We may want to hide the existence of the message (maybe sending an encrypted 
message at all is going to cause you problems)



What is Anonymity?
Anonymity (“without name’’) means that a person is not identifiable within a set of subjects 


Unlinkability of action and identity 


  - For example, sender and his email are no more related after adversary’s observations 
than they were before 


  - Who talks to whom 


Unobservability 


  - Adversary cannot tell whether someone is using a particular system and/or protocol



Why Anonymity?
To protect privacy: 
  - Avoid tracking by advertising companies 

  - Viewing sensitive content 

       - Information on medical conditions

       - Advice on bankruptcy 


Protection from prosecution 
  - Not every country guarantees free speech


To prevent chilling-effects  
  - It’s easier to voice unpopular or controversial opinions if you are anonymous



Anonymity is Hard

Internet anonymity is hard…


Right there in every packet is the source and destination IP address 


ISPs store communications records 


  - Law enforcement can subpoena these records


Wireless traffic can be trivially intercepted 


Tier 1 ASs and IXPs are compromised — NSA, GCHQ, “Five Eyes” 



Anonymity 

Difficult if not impossible to achieve on your own 


You generally need help.


State of the art technique: Ask someone else to send it for you 



Naive approach .... VPNs

You Server



Naive approach .... VPNs



Naive approach .... VPNs

“…received a court order asking for information 
relating to an account associated with some or 
all of the above cases. As stated in our terms of 
service and privacy policy our service is not to 
be used for illegal activity, and as a legitimate 
company we will cooperate with law 
enforcement if we receive a court order”



Tor is a successful privacy 
enhancing technology that 
works at the transport layer


Millions of active users.


Normally, a TCP connection 
reveals your IP address


Tor allows TCP connections 
without revealing your IP



Tor operates by tunneling traffic through multiple “onion routers” using public key 
cryptography


Tor (“The Onion Router”)



Entry node: knows Alice is using Tor, and identity of middle node, but not destination


Exit node: knows some Tor user is connecting to destination, but not which user


Destination: knows a Tor user is connecting to it via the exit node


Tor does not provide encryption between exit and destination (use HTTPS!)

Who Knows What?



Tor provides for anonymity in TCP connections over the Internet, both 
unlinkably (long-term) and linkably (short-term).


What does this mean?  
• There’s no long-term identifier for a Tor user 

• If a web server gets a connection from Tor today, and another one tomorrow, 
it won’t be able to tell whether those are from the same person 


• But two connections in quick succession from the same Tor node are more 
likely to in fact be from the same person

Does Tor Provide Anonymity?



Performance: message bounces around a lot (can be slow)


Attack: government can coerce server operates in one country 

Defense: use mix servers in different legal jurisdictions 


Attack: adversary operates all of the mixes 
Defense: have lots of mix servers (Tor has ~7,000 onion routers today). Use diverse set.


Attack: adversary observes when Alice sends and when Bob receives, links the two together 


A side channel attack – exploits timing information

Defenses: pad messages, introduce significant delays


Tor does the former, but notes that it’s not enough for defense 

Tor Challenges



How do you protect against an adversary creating a large number of onion 
routers and performing timing observation at entrance and exits?


Limit the servers used for initial connection to a subset of trusted nodes:

  - Have long and consistent uptimes… 

  - Have high bandwidth… 

  - Are manually vetted by the Tor community


Tor client selects 3 guard relays and uses them for 3 months 

Guard Relays



Relays must self-elect to be exit nodes. Why? 


  - Legal problems


  - If someone does something malicious or illegal using Tor and the police 
trace the traffic, the trace leads to the exit node

Exit Nodes



As described, Tor protects the identity of the client, but not the server


What if we want to run an anonymous service?

  - a website, where nobody knows the IP address?


Tor supports Hidden Services…

  - Allows you to run a server without disclosing the IP or DNS name 


Many hidden services

  - Duck Duck Go, Tor Chat, Wikileaks

Tor Hidden Services

















Silk Road Marketplace



“If you’re not doing anything wrong, you shouldn’t have anything to hide.” 


  - Implies that anonymous communication is for criminals 


The truth: who uses Tor?


  - Journalists, Law Enforcement, Human Rights Activists, Business Executives, 
Intelligence/Military, Normal People

Who uses anonymity systems?



Government censors 
	 Block websites containing “offensive” content

	 Commonly employ blacklist approach


Observed techniques 
	 IP blocking, DNS blackholes, forged RST packets


Popular countermeasures 
	 Mostly proxy based — Tor, Freenet, Ultrasurf, …

	 Problem: Cat-and-mouse game

Internet Censorship



Internet Censorship

Pervasive censorship
Substantial censorship

Changing situation
Little or no censorship

Selective censorship



Anyone can look up the IP addresses of Tor relays

  - Public information in the consensus file


Many countries block traffic to these IPs 

  - Essentially a denial-of-service against Tor 


Solution: Tor Bridges

  - Tor proxies that are not publicly known

Tor Bridges



Tor Bridges



Bridges alone may be insufficient to get around all types of censorship

  - DPI can be used to locate and drop Tor frames 


Countries would passively detect and block bridges

  - Single use bridges


Tor adopts a pluggable transport design

  - Tor traffic is forwarded to an obfuscation program 

  - Obfuscator transforms the Tor traffic to look like some other protocol

      - BitTorrent, Skype, HTTP, streaming audio, etc.

Obfuscating Tor Traffic



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)



Decoy Routing (Telex)
1.   Client starts TLS connection to NotBlocked.com

2. Station recognizes      using private key,
but Censor can’t tell from normal random nonce
Constructed using public key steganography.

TLS ClientHello[nonce=         ]
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Decoy Routing (Telex)
3. Client negotiates TLS session key with NotBlocked

and leaks it to Station

—Tag communicates shared secret S to Station
—Client uses S in place of random coins for key generation
—Station simulates Client, derives same TLS key

TLS ClientKeyExchange

TLS ServerKeyExchange
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Decoy Routing (Telex)
4. Station verifies Finished message from NotBlocked,

switches from observer to MITM

5. Client sends encrypted 
request for blocked content

6. Station intercepts, decrypts, and proxies request

TLS Finished

[ GET http://blocked.com/ HTTP/1.0 ]
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Your email provider may be required to turn over your (securely stored) email


  - Warrant (for content)


Metadata


  - National Security Letter (NSL), Court Order


What if you want to protect email content?

Email Protection



Modern implementations: GnuPG, Keybase


Each user has:

- A public encryption key, paired with a private decryption key

- A private signature key, paired with a public verification key


How does sending/receiving work?

How do you find out someone's public key?

PGP



To send a message: 
Sign with your signature key

Encrypt message and signature with recipient's public encryption key


To receive a message: 
Decrypt with your private key to get message and signature

Use sender's public verification key to check sig

PGP Operations



How do you obtain Bob's public key?

Get it from Bob's website? (😖)

Get it from Bob's website, verify using out-of-band communication

Keys are unwieldy fingerprints

A fingerprint is a cryptographic hash of a key


What if you don't personally know Bob?

Web of Trust (WoT)

Social Network (Keybase)

PGP Public Keys



What if Bob's machine compromised?


His key material becomes known


Past messages can be decrypted and read


You also have sender's signature on messages sent, so you can prove 
identity of sender


Sender must trust recipient's ability/desire to keep her statements private

Lost PGP Key



OTR: Off the Record Chat

BobAlice
Signbob(gy)

Signalice(gx)

1. Use authenticated Diffie-Hellman to establish 
a (short-lived) session key EK

SS = (gx) ySS = (gy)x

EK = H(SS) EK = H(SS)



OTR: Off the Record Chat

BobAlice
EEK(M) 
MACMK(EEK(M))

2. Then use symmetric encryption on message M
... and authenticate using a MAC

SS = (gx) ySS = (gy)x

EK = H(SS) EK = H(SS)
MK = H(EK)MK = H(EK)



OTR: Off the Record Chat

BobAlice
gy’, MACMK(gy’)

gx’, MACMK(gx’)

3. Re-key using Diffie-Hellman

SS’ = (gx’) y’SS’ = (gy’)x’

EK’ = H(SS’) EK’ = H(SS’)
MK’ = H(EK’)MK’ = H(EK’)
MK = H(EK)MK = H(EK)



OTR: Off the Record Chat

BobAlice
MK

4. Publish old MK

SS’ = (gx’) y’SS’ = (gy’)x’

EK’ = H(SS’) EK’ = H(SS’)
MK’ = H(EK’)MK’ = H(EK’)
MK = H(EK)MK = H(EK) “Deniability”



Note this is suited to interactive communication, not so much email.

But, OTR provides
- message confidentiality
- authentication
- perfect forward secrecy
- deniability

OTR has since lost popularity. Signal Protocol now de facto standard. 

Signal/Whatsapp


